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Container deployments & orchestration
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Quick deployment &
configuration

Secure
Upgradable

Scalable

» No writes to storage

« Spin and destroy
 Container is ephemeral

* No specific configurations

Stateless applications

Stateful applications

» Hostnames, IP addresses
« Security — passwords, identities
» Writes to storage

VeeAM



Kubernetes & container challenges

- Protecting persistent storage

- Stateless complex environments

- Protecting individual stateful workloads

- Stateless configurations
(LB — Public IP/DNS)

-« Recovering configuration of stateful workloads

VeeAM



Different but the same challenges

Biscuits Cookies . We need to recover a failed application
to production

- We need to recover a failed application or
container(s) to an alternate location
(disaster recovery)

- We need to migrate applications for
infrastructure life cycle or development

Biscuits are crunchy Cookies are a type ) .
of biscuit that is soft (i.e., seeding a new cluster)

« And more....

VeeAM



Protection Gaps

Reasons why we do need backups

The underlying storage is not
failure proof

Accidental deletion
Malicious loss
Corruption

Multiple platforms to protect

VeeAM



Ka Ste n K 1 O Of course there is a dark mode option

Kubernetes backup and data mobility made easy
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Kubernetes-native data management
Enabling faster production shift, at scale

Backup and Application Disaster N
recovery mobility recovery

(@)

Multi-tenancy, RBAC, Cluster upgrades, Cross-AZ and region,
scale, performance, application transforms, multi and hybrid cloud,
polyglot persistence test/dev clusters storage transforms

VeeAM



K10 architecture

A high-level overview
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1 Orchestrator APIs

Uses Kubernetes API to discover
applications and underlying components
and perform lifecycle operations

2 Infrastructure APIs
No proprietary storage layer. Integration
with infrastructure specific APIs for:

Block storage provider - Snapshot
functionality, snapshot and block copy
Object/file provider - S3-compatible object
store or other file storage like NFS for
artifacts

3 Application Framework

Optional agentless application-centric
hooks can be invoked by easy-to-use
blueprints

VeeAM



K10 consistency spectrum

Range of available options
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Crash “App”
consistent consistent
Storage snapshots Freeze data service

Storage snapshot
Unfreeze data service

=

DB
consistent
Logical dumps via

data service-specific
tool (e.g., pg_dump)

Q
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System
consistent

Full app capture
Combination of tools across
data and storage layers

VeeAM



Kasten approach: Focus on complete application
Kubernetes resources and persistent state
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Sees ST Perform complete application

. capture
a ; Pod \‘ - Abstract underlying infrastructure

Persistent Confightap | Secret - Perform coordinated operations

VolumeClaim

: Database :
"""""""""""""""""""""""""""""""""""""""""""""""" VeeAM

- Applications are the
operational unit

- Ingress Service
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Kasten K10 ecosystem (selected list)

Provides mobility and freedom of choice
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/ Microsoft
Azure

o

Google Cloud
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OPENSHIFT
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VMware Tanzu

“ NetApp"

Platform Integrations

EKS, EBS, EFS,
S3, IAM, RDS

AKS, Azure Stack,
Managed Disk,
Blob

GKE, Anthos
GPD, GCS

OpenShift 3.12/4.x
OCS 4.x (Ceph)
OpenShift Extensions

vSphere 6,7u3, 7.x
Tanzu/Project Pacific
PKS, CNS, FCD

Netapp Trident,
Cloud: CVO and CSV

0 PURESTORAGE

ceph
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Hewlett Packard

Enterprise

AMINIO

Pure Storage: Flash
Array and Flash Blade

Linbit, DigitalOcean,
etc.

Rook, OCS,
RBD, CSI

HPE Primera, Nimble
Storage, Cloud Volumes

Upstream and certified
distros (v1.12+)

S3-compatible object
storage

Data Services

Mys&

mongoDB

W
PostgreSQL

"..,o elastic

Couchbase

cassandm
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FoundationDB

@ redis

| ([ *

i

7 |
I

App-
Consistent
Backup

Logical DB
Dump

External
Managed
Services

Log and Replica
Capture

Community and Kasten driven
with support for one or more of the above

options



Kasten K10 V5.0

What's new?

- Security Everywhere
- Shift Left
- Ecosystem Advancements



Security Everywhere

Platform Hardening & Ease Data Protection Policy Guardrails
o of Use
- KMS integration with AWS and Vault + Plugging vulnerabilities by identifying (and fixing)

misconfigurations

» Enforceable Policy standards (e.g., RPO,
retention, immutability)

+ Kubernetes native RBAC objects (Roles
and Bindings) exposed in UI dashboard

Ransomware Attack Detection (i)  Veeam Hardened Linux
@  Early detection of potential or impending Rep03|tory with |mmUtab|I|ty
attack « Comprehensive, end-to-end ransomware
» AWS S3 or S3-compatible storage protection, from Performance Tier to Cloud
supporting S3 Object Lock Tier
» Next step in VBR data path integration

veeAM



Shift Left

Amazon EKS Blueprints

* Fully integrated add-on for EKS
blueprints to seamlessly and painlessly
enable data protection on EKS clusters

o

Amazon EKS

Data Services Blueprints
* New built-in blueprint for Microsoft SQL
Server

* New built-in blueprint for PostgreSQL
Operator (PGO)
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OPENSHIFT

Enhanced Red Hat
OpenShift Operator

 Level III certified with full lifecycle capabilities
(backup, failure recovery/DR)

Simplified UX for Operations

* Blueprint Editor for intuitive
and streamlined workflow for implementing
blueprints

» Reports Generator for important metrics



Ecosystem Advancements

Red Hat Marketplace

~

it With transactability (licensing and sell-through)

Marketplace

SUSE Rancher Marketplace
SUSE Longhorn and SUSE Harvester

SUSE
RANCHER

PARTNER VMware TKGS Support
Kasten K10 now supports VMware vSphere with Tanzu

a



Demo




Try Kasten K10 for free Free Kubernetes Training

kasten.io/try-kasten-k10 learning.kasten.io/kubernetes/labs/



Protect your apps using K10



Wir freuen uns auf
lhr Feedback!




